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These Terms of Service ("Terms") constitute a legal agreement between you (either as an individual
or on behalf of a single legal entity) and Deep Blue Backup ("DBB", "we", "us", or "our"), a sole trader
operating in England and Wales with its office at Dolphin House, Totnes, TQ9 6LX, United Kingdom.
These Terms govern your access to and use of DBB's online backup and data management services
("Services"), the DBB website ("Site"), the client software provided by DBB (including any updates,
enhancements, or accompanying documentation) ("Software"), and any related features or tools.
Collectively, the Services, Site, and Software are referred to as the "Products." By accessing or using
any Products, clicking "I AGREE," or otherwise indicating your acceptance, you agree to be bound by
these Terms and our Privacy Policy (available at https://deepbluebackup.co.uk/privacy-policy-page/).
If you are entering into these Terms on behalf of a legal entity, you represent and warrant that you
have the authority to bind that entity. If you do not agree to these Terms or the Privacy Policy, do not
access or use the Products. These Terms incorporate a Data Processing Addendum ("DPA") in
Schedule 1, which applies where DBB processes personal data on your behalf as a data processor
under applicable data protection laws. DBB reserves the right to update these Terms as described in
Section 10.

1. Contracting Entity and Scope

DBB is the contracting entity for all purposes under these Terms. The Products provide managed,
encrypted backup and storage solutions for data you select, including SaaS Backup (e.g., Microsoft
365, Google Workspace, Salesforce, Box, Dropbox) and Device Backup (e.g., desktops, servers,
virtual machines). You are responsible for selecting and configuring the data to be backed up. Where
the Services involve the processing of personal data (as defined under applicable data protection
laws), DBB acts as a Data Processor on your behalf (as the Data Controller) for the personal data
contained within your selected backup data, and the Data Processing Addendum in Schedule 1
applies. Separately, DBB acts as a Data Controller for personal data it collects directly from you to
manage your account and provide the Services (e.g., account registration details, payment
information), as outlined in our Privacy Policy.

Definitions:

« Data Controller: Means you, the client (either an individual or legal entity), who determines
the purposes and means of processing personal data within the backup data you select for the
Services. Additionally, DBB acts as a Data Controller for personal data it collects directly from
you for account management, billing, and service provision, as detailed in the Privacy Policy.

» Data Processor: Means DBB, when processing personal data contained within your selected
backup data on your behalf, in accordance with your instructions and these Terms.

* Personal Data: Has the meaning given in the UK General Data Protection Regulation (“UK
GDPR”), referring to any information relating to an identified or identifiable natural person.

* Processing: Includes any operation on personal data, such as collection, storage, encryption,
or deletion, as defined in the UK GDPR.

The subject matter, duration, nature, purpose of processing, types of Personal Data, and categories of
data subjects are detailed in Schedule 2.

1.1 Eligibility

The Services are available only to customers located in the United Kingdom. By using the Services,
you confirm that you are a UK-based individual or entity.



1.2 Customer Obligations

To access the Services, you must provide a stable internet connection, a compatible browser, an
email client (e.g., Microsoft Outlook for Hosted Exchange MAPI connections), and any tools needed
to manage or access your data (e.g., database tools). You are responsible for all associated third-party
fees (e.g., internet provider costs) and equipment.

2. Accounts and Fees

2.1 Account Registration

To use the Services, you must create an account and provide accurate, complete, and current
information. You agree to update this information as needed. You are responsible for all activities
under your account.

2.2 Trial Accounts

Trial accounts are free for 14 days. If you continue after the trial, you will be charged the applicable
subscription fees. Trial accounts not converted to paid accounts will be deleted after 90 days,
including all data.

2.3 Quotas and Overages

If you exceed your account’s storage or usage quotas, DBB will automatically allocate additional
storage to allow continued backups and notify you of the additional charges. You have 7 days to
delete excess data to avoid the new fees; otherwise, the charges will be reflected in your next invoice.
Partners managing client accounts are responsible for monitoring and managing client quotas; DBB
may notify Partners of overages and any automatic storage allocations.

2.4 Payment Methods

Payments are processed via Direct Debit (BACS) in GBP through our payment processor
(GoCardless) for UK customers, typically around the 10th of each month. You authorize DBB to
automatically renew your subscription and charge the applicable fees unless you cancel at least 30
days before the end of your current term.

2.5 Price Adjustments

DBB may adjust fees with 30 days’ notice, effective 30 days after the notice period, to reflect
fluctuations in supplier costs or other factors. We will provide reasonable evidence of such changes
upon request.

2.6 Taxes

Deep Blue Backup does not charge VAT on any fees, including subscriptions and additional storage
charges, as it is not VAT-registered. Invoice amounts are final for UK customers.

2.7 Late Payments

If a payment fails or is overdue, DBB will notify you via email and attempt to retry the payment
through our payment processor (GoCardless). If payment remains outstanding after 30 days, DBB or
its supplier may suspend or delete your account until payment is received. You will be notified at
least 7 days prior to any suspension. DBB’s supplier may contact you directly to resolve payment



issues or continue the service.

3. Passwords, Security, and Use of Products

3.1 Security Responsibilities

You are responsible for maintaining the security of your passwords, encryption keys, and accounts.
DBB does not store or have access to your passwords or encryption keys; loss of these may result in
permanent data inaccessibility. For Device Backup, you must safeguard your encryption key as
configured in the Ahsay client software.

3.2 Breach Notification

Notify DBB immediately of any unauthorized access or security breach. DBB may suspend accounts
if a breach occurs or is suspected and require password changes.

3.3 License Grant

Subject to these Terms, DBB grants you a limited, non-exclusive, non-transferable, revocable license
to access the Site and use the Services and Software for your internal business purposes.

3.4 Software Installation

For Device Backup, you may install the free backup software (Ahsay client) on any number of
machines within your organization under a single account. No software installation is required for
SaaS Backup, as it is cloud-based. You are responsible for safeguarding your encryption key, as
outlined in Section 3.1.

3.5 Third-Party Code

Third-party code provided with the Software is governed by its accompanying license terms.

3.6 Restrictions

You agree not to:
» Sublicense, lease, rent, transfer, or distribute the Products;
* Modify, adapt, reverse engineer, decompile, or derive source code from the Products;
* Remove or alter any proprietary notices;

* Use the Products in violation of laws or these Terms.

3.7 Updates

The Software may automatically check for and install updates from DBB servers.

3.8 Communications

By using the Services, you consent to receiving email notifications about backups, status, and service
updates.



3.9 Hosted Exchange Restoration

For Hosted Exchange services, you may restore accidentally deleted items directly from the Deleted
Item Folder or undelete feature in Outlook or Outlook Web Access (OWA). DBB does not retain
long-term snapshots or point-in-time versions of your data, and you are responsible for archiving or
protecting local archives.

4. Licensing Model (Self-Storage)

If you use our licensing model to back up data to your own storage (e.g., third-party cloud or
hardware) for Device Backup, you are solely responsible for all associated costs, technical feasibility,
and compliance. DBB assumes no liability for third-party storage providers.

5. Compliance with Laws and Acceptable Use

5.1 Your Responsibilities

You are responsible for your use of the Products and any data stored or transmitted. You agree not
to use the Products to:

* Violate laws or regulations;

* Infringe third-party rights, including intellectual property;

« Transmit obscene, harmful, or malicious content (e.g., viruses);

» Support inherently dangerous applications (e.g., nuclear, aviation) that could cause harm;

» Engage in activities leading to legal claims against DBB.

5.2

DBB may suspend or terminate access for violations.

5.3 Email Usage Limits (Hosted Exchange)

For Hosted Exchange services, mailboxes have specified storage limits, with warnings sent at 90%
and 100% capacity. Exceeding limits prevents sending or receiving emails until you reduce mailbox
size or upgrade your plan. Emails are limited to 100 recipients (To, CC, BCC) and 1,000 recipients per
24 hours. Exceeding these limits may increase fees or lead to suspension. Sending bulk emails (e.g.,
newsletters) or spam is prohibited and may result in termination.

6. Data Protection

6.1 Compliance

Both parties will comply with applicable data protection laws, including the UK GDPR and Data
Protection Act 2018, for UK customers.



6.2 Processor Obligations

As Data Processor, DBB will: a) Process Personal Data only on your documented instructions and to
provide the Services; b) Implement appropriate technical and organizational measures (detailed in
Schedule 3) to protect Personal Data; c) Ensure personnel are bound by confidentiality; d) Notify you
without undue delay of any Personal Data breach and assist with notifications to supervisory
authorities (e.g., ICO) and data subjects; e) Assist you with data subject rights requests, including
GDPR “Right to be Forgotten” (Articles 17 & 32) requests for SaaS Backup and, where applicable,
Device Backup, ensuring compliance with data subject rights; f) Not transfer Personal Data outside
the UK without your consent and adequate safeguards (e.g., UK International Data Transfer
Agreement); g) Allow and contribute to reasonable audits or inspections by you or your authorized
representative to verify compliance with these Terms and applicable data protection laws, with costs
borne by you, provided such audits are conducted no more than once per year and with at least 14
days’ prior notice; h) Delete or return Personal Data upon termination, unless required to retain by
law; i) Access, preserve, or disclose account information or data if required by law or in good faith
belief that such action is necessary to comply with legal processes, enforce these Terms, or protect
DBB'’s rights or services.

6.3 Controller Obligations

As Data Controller, you will: a) Ensure lawful basis for processing and provide accurate instructions;
b) Implement appropriate measures to protect data subjects’ rights; c) Ensure data minimization and
security by default.

6.4 International Transfers

Personal Data for SaaS Backup is stored in secure UK data centres (AWS London region). For Device
Backup, data may be stored in customer-selected locations. Transfers outside the UK require
safeguards.

7. Confidentiality

7.1 Definition

"Confidential Information" includes non-public information disclosed by one party to the other,
marked as confidential or reasonably considered so.

7.2 Obligations

The receiving party will protect Confidential Information with at least reasonable care, use it only for
these Terms, and not disclose it without consent, except to personnel or subcontractors bound by
similar terms.

7.3 Exceptions

Confidentiality does not apply to information that is public (without breach), independently
developed, or obtained from a third party without restriction.

7.4 Required Disclosure

If disclosure is legally required, the receiving party will notify the disclosing party (if permitted) and
cooperate to limit disclosure.



7.5 Return/Destruction

Upon termination or request, the receiving party will return or destroy Confidential Information
within 30 days.

7.6 Survival

Confidentiality obligations survive termination for 5 years.

8. Intellectual Property

8.1 Ownership

DBB owns all rights in the Products and any materials provided.

8.2 License to You

DBB grants you a limited license to use the Products as needed during the term.

8.3 Your Data

You retain ownership of your data; you grant DBB a license to process it for the Services.

8.4 Respect for Rights

You will not infringe third-party IP; DBB may terminate for violations.

9. Indemnification

9.1 Your Indemnity

You agree to indemnify, defend, and hold harmless DBB, its affiliates, and suppliers from claims
arising from:

* Your use of the Products;

* Breach of these Terms;

* Infringement of third-party rights;
» Damage caused by your data;

» Breaches of data protection or IP provisions.

9.2 Survival

This survives termination.



10. Changes to Services and Terms

10.1 Modifications

DBB may modify, suspend, or discontinue the Products with at least 14 days’ notice where
practicable for reasons including scheduled maintenance (typically between 6:00 PM and 9:00 AM
GMT/BST), legal changes, or security risks. No notice is required for emergencies (e.g., security
breaches). Unscheduled maintenance may occur without prior notice to address urgent issues, with
additional maintenance windows on weekends (5:00 AM-7:00 AM GMT/BST).

10.2 Terms Updates

DBB may update these Terms at any time by posting the revised Terms on the Site and notifying you
via email or in-app. New Terms apply immediately to new customers. For existing customers, new
Terms take effect 30 days after notification, unless you terminate per Section 11. Continued use
after 30 days constitutes acceptance.

11. Term and Termination

11.1 Term

These Terms remain in effect while you use the Products.

11.2 Your Termination

You may terminate your account at any time with immediate effect by notifying us via email or
through your account portal. Prepaid fees are non-refundable, except where required by law or at
DBB'’s discretion for unused portions of the billing period.

11.3 DBB Termination

DBB may suspend or terminate for non-payment, breach (with 30 days to cure, if curable), misuse, or
discontinuation of Services (with 30 days’ notice).

11.4 Effects

Upon termination, access ends, and data may be deleted after 15 days for Online Backup or 10 days
for Hosted Exchange and Email Security services (or immediately if you request). DBB has no
obligation to retain or return data post-termination.

11.5 Billing Terms

Accounts are billed monthly, quarterly, or annually in advance. Prepaid fees for the current term are
non-refundable upon termination, except where required by law or at DBB’s discretion, as outlined in
Section 11.2.



12. Governing Law and Dispute Resolution

12.1

These Terms are governed by English law. Disputes shall be subject to the exclusive jurisdiction of
the English courts.

12.2 Governing Law

These Terms are governed by English law, and the parties agree to the exclusive jurisdiction of
English courts.

13. Limitation of Liability

131

To the maximum extent permitted by law, DBB and its suppliers shall not be liable for indirect,
incidental, special, consequential, or punitive damages (including loss of data, profits, or business
interruption), even if advised of the possibility.

13.2
DBB’s total liability shall not exceed the fees paid by you in the 12 months preceding the claim.

13.3

Nothing excludes liability for death, personal injury, fraud, or gross negligence.

14. Service Level Availability

DBB aims to provide 99.9% Service availability for SaaS Backup, calculated monthly, excluding client-
side issues, network attacks, or third-party failures. For Device Backup, availability depends on your
selected storage provider. Contact DBB at support@deepbluebackup.co.uk for support with any
service disruptions.

15. Support Services

DBB provides email support at support@deepbluebackup.co.uk, with responses typically within 24-
48 hours. Telephone support is available for critical issues; additional charges may apply for off-hours
support. Limited end-user support is included for Online Backup, Hosted Exchange, and Email
Security services. Additional support services can be purchased by contacting
sales@deepbluebackup.co.uk. Up to two designated administrators per account may contact DBB for
system-related issues (e.g., server faults).



Schedule 1: Data Processing Addendum

This DPA forms part of the Terms and applies where DBB processes Personal Data as processor.

1.

S L T o

Instructions. DBB processes only per your instructions.
Security. See Schedule 3.

Sub-Processors. See Schedule 4.

Breach Notification. As in Section 6.

Assistance. As in Section 6.

Termination. Asin Terms.

Schedule 2: Description of Processing

Subject Matter: Encrypted backup/storage of selected data for SaaS Backup and Device
Backup.

Duration: Until termination.
Nature/Purpose: Compression, encryption, storage, and retrieval.

Types of Personal Data: Any in backed-up data (e.g., names, emails); account details (name,
contact, payment info).

Categories of Data Subjects: Your employees, customers, etc.

Storage: For SaaS Backup, data is encrypted in UK data centres (AWS London region).
Supported SaaS platforms include Microsoft 365 (Exchange, OneDrive, SharePoint, Teams,
Groups), Google Workspace (Drive, Gmail, Calendar), Salesforce, Box, and Dropbox. For
disaster recovery, SaaS Backup supports exports to your own storage (e.g., AWS S3) for
offline access (contact us for details). For Device Backup, data is stored by default in Wasabi’s
UK data centre (EU-London) using Ahsay client (version 9.0 and above), with options for
customer-selected storage (e.g., other third-party cloud or on-premises). Device Backup
supports desktops, servers, and virtual machines. Both services are scalable for businesses of
all sizes.

Schedule 3: Security Measures

Encryptionin transit and at rest uses TLS 1.3 with 256-bit AES encryption.

Access controls: Multi-factor authentication, role-based access, and optional restricted IP
access.

Regular vulnerability scans and third-party penetration testing to validate platform security.
Dual data centre redundancy for SaaS Backup, ensuring high availability.

Audit trail logs for backup and restore actions, accessible via web interface for SaaS Backup
and, where supported, Device Backup.

Incident response plan.
Compliance certifications: ISO 27001.

Backups: User-configured; DBB maintains system backups.



Schedule 4: Authorized Sub-Processors

» For SaaS Backup: Amazon Web Services (AWS) is used for storage and processing in UK data
centres (London region).

* For Device Backup and account management:
e Amazon Web Services (storage/processing).
» Wasabi (storage/processing).
» GoCardless (payments).

» DBB will notify you of new sub-processors with 30 days’ objection period. If you object, DBB
may terminate the affected Services.
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